CneuianbHicTb F5 Ki6epo6e3neka
Ta 3axucT iHpopmaLil

OCBITHA NPOIrPAMA: KIBEPBE3IMEKA MATICTP
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3axuiian. 3Haxopapb. lNpoTuain.

Xoyell He npocTo npaurosatu B IT, a 6yTHU TUM, XTO 3axXULLAE CUCTEMU, 3HAXOAUTb
BpPas3NMBOCTI Ta NpoTUaie KibepaTtakam?

CBIT 3MiHIOETbCSA — KiGep3arpo3n CTaloTb CKNagHIWnMHK, a nonuT Ha ¢paxisuiB i3
Kibepbe3neku 3pocTae WogHs. Lia nporpama — gns TMX, XTo Xo4ye npawtoBaTv Ha
BUMNEPEL>KEHHS, MPUAMATU PILLEHHS | BYTU KPUTUYHO BaXK/IMBUM cnevianictom y 6yab-

AIKiN opraHisauji.



LLlo T onaHyeL nig, Yac HaBYaHHA

" @

ETUYHUI XaKiHr 3axucT Mmepex CyyacHi iHCTpyMeHTH
TecTyBaHHS Ha NPOHUKHEHHS Ta NOLUYK XmapHi cepsicu Ta iHpopMaLinHi cuctemm Nmap, OWASP ZAP, Docker, AWS —
BPa3NIMBOCTEN Y peasibHUX cCUcTemMax nig HagiMHMM 3aXUCTOM IHCTPYMEHTU peanbHoro gaxisus

DevSecOps AHanis pusukis
IHTerpauis 6e3nekn 6e3nocepenHbO y nNpoLec po3pobku Po3cnigyBaHHS KiGepiHLMAEHTIB Ta OLiHKa 3arpo3 A1 opraHisauin

NporpamMHoro 3aéesneyeHHs



Jle npaLioloTb Halli BUITYCKHUKU

Micns 3aBepLUEHHS NporpamMu rnepeg To60ko BiAKpUBatoTbCA 3aTpebyBaHi Kap'epHi
WNaxu y coepi inhopmauinHoT 6e3neKku:

daxiseLb 3 opraHisauii iHpopmaLiHOI 6e3neKu

1 Mo6yaoBa Ta BNPOBaA)KEHHS CUCTEM 3aXUCTY iHGOpMaLii B opraHisauisix
pi3HOro MacLuTaéy

MpodecioHan 3 opraHisaudii iHpopmaLinHoi 6e3neKu

2 CTtparteriyHe ynpaBniHHs 6€3MeKOot0, ayauT Ta BignoBigHICTb BUMoram
perynsitopis

MpodecioHan i3 3axucTy iHpopmaLii 3 06MeXXeHUM
AOCTYNOM

Po60oTa 3 KOH®IAeHUiNHUMUN JaHUMU, AeP>XaBHUMU Ta KOPNopaTUBHUMMU
cekpeTamu



Yomy cnig o6paTt came LIO nporpamy

@ KomnnekcHa nigroroBka

MoepgHaHHA IT, Kibep6e3nekn Ta MeEHEO)KMEHTY — TU 6aunL
CUCTeMY MOBHICTIO, @ He nuLe 11 YaCTUHy

¥ MpsamMmui 3B'A30K i3 PUHKOM

Cnisnpaus 3 EPAM, Sigma, SoftServe, NIX Ta gep>xaBHMmMun
CTPYKTYpaMM, 30KpemMa Kibepnoniuieto — MoOXIMBOCTI Ans
NPaKTUKK, CTaXXyBaHHS | NpaueBnawTyBaHHS

X HaBYaHHSA Yepes NpaKTUKy

PeanbHi kencu, po6oTta 3 NpodpeCcinHUMM IHCTPYMEHTaMM Ta
MoOLEeNOBaHHS KibepiHUMAEHTIB — MaKCMMYM HaGIMXKEHO A0
peanbHol po60TH

~/ AKTyanbHicTb i nonuT

Migrotoeka ¢axiBLiB oS 3aXUCTY Gi3HECY Ta KPUTUYHOI
iHPpPaCTPYKTYPU — HAaNpPsIM, SIKUK YXKe CbOorogHi BU3Hayae 6e3neKy
KpaiHu



IHbpacTpyKTYpa oNa HaBYaHHSA

HaB4yaHH$ BigbyBaeTbCA Y Cy4aCHUX ayguTopisX i3 4OCTYNoM Ao NpodecCiHUX IHCTPYMEHTIB Kibep6e3neku — T NpautoeLl y cepefoBuLLj,

MaKCumaJibHO Ha6J'IVI)KeHOMy 0o peajibHUX ymoB pO6OTVI.
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KiéepnoniroH Blockchain Lab JNTaGopaTopist XMapHUX TEXHOJIOrIN

BignpauboByeLl KibepaTaku Ta MeTogM 3axXxucTy  BuBuyaewl 6510K4erH, KpUnToBantoTu Ta 6e3neky  OCBOKOELL XMapHi cepBicKu, aBTOMaTU3aL,ito Ta
B i30/1bOBaHOMY CepefoBULLi — OTPUMYELL AeLeHTpanisoBaHMX CUCTEM — NpaLoELL i3 pPO3ropTaHHA MacLUTa6oBaHUX 3aCTOCYHKIB —
peanbHUM QOCBIA, LWe Nif Yac HaBYaHHSA TEXHOMNOTIAMU ManbyTHbOro HaBUYKW, AIKi NPSIMO KOHBEPTYOTbCS B POGOTY



e npoxoauTtb NpaKTUKa?

MpoBigHi napTHepU

MpoBigHi IT-koMmnaHii Ta gep>kaBHi yCTaHOBU — Lie He NPOCTO NpPaKTKKa, a
peanbHUK WaHC OTpMMaTK Po6OoTY Le Mifg Yac HaBYaHHS.

SoftServe

Kiéepnoniuis

Mi>kHapogHe cTa)kyBaHHS

YyacTb y Mi>XXHapOgHUX Nporpamax Ta cnisnpaus 3
3aKOPJOHHUMM YHIBEpCUTETaMU BigKpMBaoTb AOCTYN A0
rno6anbHOro A0CBifY, HOBUX 3HaHb i Kap'€PHNX MOXX/TMBOCTEN Y
coepi Kibepbesneku.

@ MiXHapoaHi 3B'A3KM — Lie TBill KBUTOK [0 rNo6asnbHOi
Kap'epu B Kibepbe3neLi



O6epu npodecito, iKa BU3HaAYaE
Mauo6yTHE LMPpPoBOro CBITY

apaHT OCBITHBbOI NporpamMmu

KoHTaKTu nporpamm
Instagram: @Cybersecurity_khnue Bagum TIOTIOHUK

€ Cait: www.kafcbit.hneu.edu.ua +380 67 727 04 05

D Ki6ep6e3sneka — Le He NPOCTo criewjanbHicTb. Lie BignosiaanbHicTb 3a
uMdpoBy 6e3neKy KpaiH1 Ta MaubGyTHE KOXXHOI OpraHisadii.
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http://www.kafcbit.hneu.edu.ua/

